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Legal Disclaimer

The information in this presentation is confidential and proprietary to SAP and may not be disclosed without the permission of SAP. This
presentation is not subject to your license agreement or any other service or subscription agreement with SAP. SAP has no obligation to
pursue any course of business outlined in this document or any related presentation, or to develop or release any functionality mentioned
therein. This document, or any related presentation and SAP's strategy and possible future developments, products and/or platforms directions
and functionality are all subject to change and may be changed by SAP at any time for any reason without notice. The information on this
document is not a commitment, promise or legal obligation to deliver any material, code or functionality. This document is provided without a
warranty of any kind, either express or implied, including but not limited to, the implied warranties of merchantability, fithess for a particular
purpose, or noninfringement. This document is for informational purposes and may not be incorporated into a contract. SAP assumes no
responsibility for errors or omissions in this document, and shall have no liability for damages of any kind including without limitation direct,
special, indirect, or consequential damages that may result from the use of this document. This limitation shall not apply in cases of intent or
gross negligence.

All forward-looking statements are subject to various risks and uncertainties that could cause actual results to differ materially from
expectations. Readers are cautioned not to place undue reliance on these forward-looking statements, which speak only as of their dates, and
they should not be relied upon in making purchasing decisions.

NOTE: The information contained in this presentation is for general guidance only and provided on the understanding that SAP is
not herein engaged in rendering legal advice. As such, it should not be used as a substitute for legal consultation. SAP SE accepts
no liability for any actions taken as response hereto.

It is the customer’s responsibility to adopt measures that the customer deems appropriate to achieve GDPR compliance.
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Agenda

1. GDPR — Regulation & Key Terms
Scope, relevancy, due 25" May 2018

2. What is available with SAP Business One
Authorizations, Data Ownership, Change Logs, Access Log

3. What is to come with SAP Business One 9.3 PL04
Personal Data Tools - Setup and Personal Data Management Wizard (Report, Natural Person, Cleanup)
Access log for sensitive personal data (Germany only)
Live demo

4, Summary + Q&A'’s
GDPR/DPP Sessions at SMB Innovation Summits in Barcelona and Orlando
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General Data Protection Regulation (GDPR)

The General Data Protection Regulation (GDPR), EU Regulation 2016/679, effective 25" May
2018, gives and of their . Data controllers, who
determine the purpose and means of processing personal data, and processors, who process
for controllers, are affected.

o
el
f\ of annual global revenue or — whichever is greater.
[
\ Organizations that offer goods or services Natural persons, whatever their nationality or
_ n to, or monitor the behavior of, EU data place of residence in the EU, in relation to
W subjects and those that process or hold the processing of their personal data

© 2018 SAP SE or an SAP affiliate

company. All rights reserved. | EXTERNAL

the personal data of EU residents



What should be considered to comply with data privacy regulation?

In general no personal data must be stored without purpose and explicit consent to it.

All companies doing business in the EU need rules which define which personal data is needed, how consent must be captured,
what retention periods are needed for data, how data can be accessed, deleted and more.

Which data do
you have?
§ Master & transactional
data
§ Basic & sensitive
personal data

) & Who has access
U to my data?
% 8 Where is data stored?
] § Access authorization
)] § Access log
] 8
b What is purpose
la) Natural persons e.g.
. of the data?
) retail customers, § Explicit consent for data
Intel’nal employees, usage and Storage
contact persons etc. § Deletion by request
8 Retention periods for
data

© 2018 SAP SE or an SAP affiliate company. All rights reserved. | EXTERNAL

f?

Data Controller

Data Processor

§

Your organizational rules
T11 0]

Which data is needed for which process?
How do business partners give their consent for
data processing (e.g. contracts, marketing
permissions...)?
How and how often is compliance being audited?
What happens in case oSata privacy requests or
violations? ;

4
...more ' 4

al

Your business software %

Private customer master & transactional data
Service Agent master & transactional data
Employee master & transactional data e.g. address,
religion, time recording

User authorization & access control logging

...more

& % . &
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GDPR at a Glance i oeesare

EU and non-EU Non-EU data controllers and
" Demonstration of processors must also comply
compliance _— l@fb%% yvggndpr()lcessing data of EU
. . EEEEsEEEEEEEEEEEEE g E Contro”ers Processors jife] B RAALRLELELELELELLLH Inaividuals.
Compliance and accountability - 01101 Controller is accountable for

are integral to a data protection

failures of the data processor;
program.

both controller and processor
are liable for breaches.

@ Breach notification

Mandatory notification to

Transfer of data

Codes of conduct and policies

can help ensure accountability. Accountability

Data protection . . Privacy impact Evidence of
: Privacy by design :
officer assessments compliance
Demonstration Breach

of compliance o . notification
Individual rights

»—l| Accountability

Produce and maintain evidence

of compliance-supporting actions authority within 72 hours of

_ o ...to be informed ...of access ...to rectification ...to erasure . becoming aware of breach
Build data protection into product conduct e c g fon to affected

. ; — ommunication to affecte
design and development ISO 27001 ...to rest_rlct ...to d:_:\j[a ...10 object Auto. dem_s_lons individuals without undue delay
Appoint a data protection officer processing portability and profiling

(DPO) if your company has large- Maximum fine can apply

scale processing requirements

Lawful processing always requires legal permission
Consent P — L_ega] : Vital _Publlc Lt_egltlmate
obligation interest INEES interest

Personal data
Sensitive personal data

=2 Individual rights

-

Prrronr

T Lawful processing

The GDPR suggests self-service
apps for personal data-related
information requests

Requires a legal basis, e.g. a
contract, consent, or legitimate
interest for the processing of

personal data Personal data

Must keep such data accurate Includes online identifiers, mobile device IDs, IP addresses, and more; may include de-personalized data
and stored only as long as
needed

Rights apply across all systems,
including those of third parties.

Businesses generally cannot
charge and must respond in
Requires parental consent for children under 16 years <1 month.

© 2018 SAP SE or an SAP affiliate company. All rights reserved. | EXTERNAL 6



Who is involved?

CEO and board of directors

&
(J
R L L L PR E P >
—
Governance Data protection officer Operations

Chief compliance officer Other data protection experts Chief information officer
Chief risk officer (chief data officer...) Chief information security
Head of legal officer

Chief audit executive Business process owners

© 2018 SAP SE or an SAP affiliate company. All rights reserved. | EXTERNAL 7
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Glossary — Good to Know Key Terms

GDPR — General Data Protection Regulation adopted by the European Union due on May 25™, 2018.
Natural Person — Areal human being (as distinguished from a corporation, machine or robot).
Personal Data — Any data that can identify a natural person (name, date of birth, address, car license plate).

Sensitive Personal Data — Special category of data with stronger protection and special rules required
(religion/confession, social security number, blood type).

Data Subject — A natural person for whom the system stores personal data.

Data Controller — Who determines the purpose and means of processing personal data and bears primary
responsibility for compliance.

Data Processor — Who processes personal data on behalf of a controller.
GDPR Objects — SAP Business One objects which store personal data.

© 2018 SAP SE or an SAP affiliate company. All rights reserved. | EXTERNAL 9



Avallable GDPR / DPP Functions In




Authorizations - O x Feat ure
O o e o —— Authorizations allow users to view, create, and
— b Genera Ful Authoréation - update documents that you assign to them,
i } Customizstion Took Full Authorization hd . . . ey
o  Adirisirtion Full ufhorization - according to data ownership definitions.
» Financials Full Autharization *
bernhard = g = . -
betina < i o uheron M By default, a new user has no authorizations.
e Ceme e . Each user can have only one manager who
chrsin S Narous Authorkstions - assigns permissions. You can define users as
conrad T .
e o S v either regular users or superusers.
=dith .
e oo I T You can define approval processes for the
Max. Discount - Purchase 10,0000 purchasing and sales transactions in the system
Mz, Discount - General 100, 0000 . . .
S S that override the standard permissions
-
. Benefits

Control and set which natural person (user) has
access to which form, object or a single field in
selected cases.

You can restrict user access to documents
and/or personal data.

© 2018 SAP SE or an SAP affiliate company. All rights reserved. | EXTERNAL 11



Data Ownership (1/3)

General Settings - X

EE Budget Sarvices Display Font & Bkgd Path Stock
Customer Activity Restrictions Zet Commission by
Credit Limit AR Invoice Sales Employees
[ Commitment Limit [ pelivery [ Ttems

[7] sales Crrder [ Customers

[] consider Deliveries Balance [ Pick List
Default Payment Method for Customer =¥ |Incoming BT - Payment Terms Pre
Default Payment Method for Supplier =¥ |OQutgoing BT bl Default Payment Te
Submit Credit Vouchers Automatically - Default Payment Te
Defzult Dunning Term for Customer = | Standard bl [[] Apphy Changes

[] use shipped Goods Account for Customer
Display Inactive Business Partners in Reports
Display Inactive Business Partners in Marketing Documents

[7] Apphy IBAN Validstion to Bank Accounts

Enable Data Ownership
Manage Data Ownership By Branch

Document Onby
Business Partner Onby
Business Partner and Document

Branch

o< J el

© 2018 SAP SE or an SAP affiliate company. All rights reserved. | EXTERNAL

Feature

Data ownership allows the company to have
control over data elements. With the data owner
function, you can define the rightful owner of
data and information.

Therefore, your company's data can be secured
and protected by the predefined authorization.
Information and data can be accessed by
permitted roles and users only.

From 9.3 release, when managing multiple
branches the user’s branch assignment will
automatically determine access to BPs and
Documents when the BPs’/Documents’ branch
assignment matches the user’s branch
assignment.

Benefits

Decide on activation of new functions to better
control and contribute to GDPR compliance.

Restrict user access to documents which are
relevant to their role/daily work.
12



Data Ownership (2/3)

Data Ownership Authorisations P |
Employess Document Pear Manager Subordinaste Department  Branch Team Company
tom Tom Brady Business Partner Nons ¥ | None ¥ None ¥ |None ¥ Mons ¥ None ¥ None i
Vil Fet AP Credit Note None | None | None ¥ None ¥ | None None ¥ None il
= AP Down Payment Nons ¥ None ¥ |None ¥ |None ¥ Mone ¥ None ¥ None ¥
" AP Invoice None ¥ | MNone ¥ None ¥ | None ¥ | Mone ¥ Mone ¥ | None =
AR Correction Invoice None ¥ None ¥ | None ¥ | None ¥ Mone ¥ None ¥ None %
AR Credit Note None ¥ None ¥ | None ¥ None ¥ Mone ¥ | None ¥ None *
AR Down Payment None ¥ None ¥ | None ¥ | None ¥ MNone ¥ | None ¥ | None *
AR Invoice None ¥ MNone ¥ | None ¥ MNone ¥ | Mone ¥ | None ¥ None >
Delivery Nons ¥ None ¥ Mone ¥ |None ¥ Mone ¥ None ¥ None o
Goods Receipt PO Nons ¥ None ¥ | None ¥ |None ¥ | Mone ¥ | None ¥ | None il
Goods Return None ¥ None ¥ None ¥ Nons ¥ Mone ¥ MNone ¥ None *
Goods Return Request None ¥ None ¥ | None ¥ |None ¥ None ¥  None ¥ | None G
Opportunity None ¥ | None ¥ | Nona ¥ |None ¥ MNone ¥ | None ¥ | None i
Purchase Order None ¥ | None ¥ | None ¥ None ¥ | Mone ¥ None ¥ None >,
Pl g " L3 L2 - n L3 L2 ¥ n -
P i
R: Business Partner Master Cata
Rl code Manual CZ0000 Customer ¥ Local Cuerency b
Sal 2 =
= Mame Maxi-Teq Account Ealanca §9,336.19
Foreign Mame Deliveries 10535
“_ aroup Construction Orders 734847 1
. Currency Eritish Pound - COpporhunities &
Federal Tax ID GECHEETS929
Ownier
General Contact Persons Addresses Pay Payment Run Accounting Propertiss Remarks Attachments
Tel 1 020 5894 9483 i i M ox
fals List of Employees - U
ile 1 .
Moabile Phone Find
Fax 020 5534 9454
E-Mail info@norm.co.k # Latt MNa.. a First Mame Employee Ho.
}sn';gb Sie y wwwf-normaw uk = 1 Butler Jayson 1
PP 2
. PP Qd ¥P UPS Grours 2 Shome Bob 3
ASSWOF
g X 3 Thompson Brad z
Factoring [ndictor
EP Project
Business Partner Type Company iid
| Use Skipped Goods Account
e e e T i e R i T T i T T

© 2018 SAP SE or an SAP affiliate company. All rights reserved. | EXTERNAL

Feature

Data ownership management extended to
business partners with SAP Business One 9.2.

Restrict access and visibility of:
Business Partner Master Data
Documents using Business partner with owners

Manage data ownership by:

Documents Only:
Permissions are defined per document.

Business Partners Only:

Permissions for documents are defined by
whether users have permission to the business
partner used in documents.

Business Partners and Documents:

When Business Partners have owners,
permissions for documents are decided by
whether users have permission for the business
partner used in documents.

When Business Partners have no owner,
permissions are decided per document.

13



Data Ownership (3/3)

Data Ownership Authorizations

Employees Document Peer Manager Subordinate Department  Branch Team
Bob Shone Business Partner Read Only ™ Full ¥ MNone ¥ MNone ¥ Mone ¥ Mone
B ael Thompzon Purchase Request Mone * Mone ¥ Mone * | Full Mone ¥ MNone
Jayson Butler Read Only

Mone

. T

Company

Data Ownership Sharing Options -0 X

Documents Business Partner Windows

Define the data owners for listed documents; those affected by the owner of the business
partner that is used in the documents,

Docurnent Owrnier

W Business Partner i i

AP Credit Mamo Mo Restriction

AfP Down Payment l Business Partner Owner
AP Invoice Business Partner Owner
AR Correction Inwvaice Business Partner Owner
AR Credit Memao Business Partrier Owner
AR Down Payment Business Partner Owner
AR Invoice Buziness Partner Owner
Delivery Business Partner Owner
Goods Receipt PO Business Partner Owner
Goods Return Business Partner Owner

pis ] e |

© 2018 SAP SE or an SAP affiliate company. All rights reserved. | EXTERNAL

Data Ownership Sharing Options

Documents

Define the data owner for listed windows, The data owner definitions on the current tab

Business Partner Windows

hawve higher priority than those on the Document tab,

Window

Open Items List
Service Calls for BP

Owner

¥ Mo Restriction
¥ Mo Restriction

Mo Restriction
Business Partner Owner

Feature

Bypass Data Ownership by granting access at
Company level.

Restrict system reports like Open Items List to
reflect only results against specific Business
Partners for specific users.

Exclude specific restrictions and enable read
access.

Benefits

Additional layer of authorization and security.

Enhanced usability as only relevant data is
considered.

Safe guard company information against data
theft.

14



Change Log Clean

up Utility

Change Logs Cleanup

— X

Administratio
Introduction
The change logs cheanup utility allows you to delete change logs of various documents and master data, Determine the range of change logs to be
hoose Compa deleted by setting date into Logs Chean Up To.
Selact the documents/master data to dlean up their change legs. Bxecuting the deanup will delete change log entries which wire created on a date which
- o o T e e e s equal or smaller than the selected date,
‘Warning: Deleting the change log dats is irreversible
i Change Logs Cleanup Start a New Cleanup hd
er s Cheanup Scenaric CLCH170606
L Cleanup Date 05.06.17
Logs Clean Up To
— =
.... | C Remarks
Selact  Module Document Mame Current Size (MB)  Status
Al = O Pick List
;I Inventory Counting

[] = Resources

[ Production
o Te I__'
) o O
nconsistency Audit T L] w service
O
T er P O
|_-| * Human Resoi
C = O
ial Master Daia ¢ S

In total, %d log entries were

Resource Master Dats

Bill of Materials
Production Orders

Service Call
Equipment Card

Employes Master Data

| cancel
w |Hilities -
Period-End Closing
Update Control Report

deleted successfu

Full Authorzation ™
Full Authorization ™
Full Authorization ™

Check Document Numbering - Selection Cri Full Authorization ™

F Data Archive Wizard
Master Data ClsanuE Wizard

Mo Authorization
No Authorization

-

Feature

New Change Log Cleanup Utility available.

Enables users to cleanup the change log to
reduce the size of a company database.

Users have the ability to determine which
objects from the change log entries should be
deleted and restrict the deletion to a specific
date range.

Utility subject to appropriate user authorisation.

Benefits

Full Authorization
Full Authorization
Full Authorization
Full Authorization

No Authorization
No Authorization

w Change Logs Cleanup
Execute Change Logs Cleanup

Mo Authorization
Mo Authorization

-
-
-

No Authorization
No Authorization

© 2018 SAP SE or an SAP affiliate company. All rights reserved. | EXTERNAL

Improved performance when running upgrades
due to a reduced amount of data to be
upgraded.

Companies running SAP Business One for a
long time with a large change log are able to
delete old changes that were registered.

15



System Access Log

Access Log

Date Frem 02/19/2018 e To 03/19/2018 e
To view the sccess details of a user, double-dlick the relevant table row.

User Code  User Name Superuser Locked  Latest Logon Latest Access Status Latest Logoff Last Password Change MNo. of Failed Access Attempts
jim Jim Basvick No No A 04/02/2007 o

john John Peterson Mo No NfA 04,02, 2007 a

juzan Juan Peron No No NfA 0514/ 2005 a

julis Julie Bowens No No NfA 0514/ 2005 a

keika Keiko Matsui No No NfA 0514/ 2005 a

keith Keith Trahan No No NfA 0514/ 2005 a

e Lec Leports No No NfA 0514/ 2005 a

linda Linda Hudson No No Nfa 04,02, 2007 a

manager Jayson Butler  Yes No 03152018 14:03:0¢ Succeadad 03132018 14:02:06 03122015 16:21:00 1]

maria Mariz Bridi Ne No NfA 05142009 a
Access Log Details for manager

User Code manager User Name Jayson Butler

Action Client IP Cliznt Name Date and Time  Reason Code | Reascn Description | Windows Session | Process Name Process ID
Logen Succeeded 10.26.137.169/192.168 TLVNS02E814574 03152018 14:03 1 SAP Business One.exe 2009

Logoff 10.26.137.169/192.168 TLVNSO2E14574 03152018 14:02 1 SAP Business One.exe 2009

Legon Succzeded 10.26.137.169/192.168 TLVNSO2E14574 03152018 14:00 1 SAP Business One.exe 2009

Logoff 10.57.165.0 MO-312142834 03122018 13:14 2 SAP Business One.exe 4240

Legen Succzeded 10.57.165.0 MO-312142834 031272018 17:30 2 SAP Business Ons.exs 4240

Legen Succzeded 10.57.165.0 MO-312142834 03(12/2018 15:47 2 SAP Business One.exe 2628

© 2018 SAP SE or an SAP affiliate company. All rights reserved. | EXTERNAL

Feature

The Access Log window displays the access
details of SAP Business One users who have
logged on and logged off with one of the
following:

SAP Business One client

DI API

Benefits

Tracking and recording date, time and users
logging into the system.

This is a very important prerequisite when
fraudulent operations need to be analyzed and
IS a prerequisite for corporate governance.

16



GDPR / DPP Enhancements for




DPP Initialization Function — New with SAP Business One

Company Details .

Charlt::vf .’-‘.ccc\un_ts Templste i SKRO3 F e at u r e

System Currency Euro o . . . .

e i z Initialization setting on Company Details form to

activate all new Data Privacy and Protection
enhancements in SAP Business one.

Automatically activated for all localizations for
EU countries, Norway and Switzerland after

i upgrade to 9.3 PLOA4. It can be turned off (not

O s s recommended) before any natural person is

ST determined and/or any personal data erasure or

personal data block is executed.

Maoving Average r

Ordering Party
House Bank

Default Bank Country Germany = '?‘

Default Bank Deutsche Ba:;:srl;at und Geschaf :

n_a‘l:‘st:t;:ng Statement Processing = Ben eflt

ory - Decide on activation of new functions to better
control and contribute to GDPR and Data

E et sl b Privacy Protection compliance.

_ Allow Selection of Any Account Type for Revenue Accounts

© 2018 SAP SE or an SAP affiliate company. All rights reserved. | EXTERNAL 18



Data Protection Tools — Main Menu Entry

| & utiities Feature

Data Protection Tools are managed under
Administration/Utilities.

- Transfer Posting Correction Wizard Benefit

- Data Archive Wiza Centralized location for managing personal data
protection.

© 2018 SAP SE or an SAP affiliate company. All rights reserved. | EXTERNAL 19



Personal Data Management Setup

Personal Data Management - Setup — 0O =
= Data Type Data Subtype Category Group Field Name Descrip... Database Reference  Defsult Data Classification  Diata Classification
221 Time Shests Project Management Time Shest - Header Lastnams OTSH,Lastname Personal Perscnal b
222 Time Shests Project Management Time Shest - Rows GPS Data TSH1.GPSData Personal Perscnal b
223 Incoming Payments Incoming Payment Address ORCT.Address Personal Personal -
224 Incoming Payments Incoming Payment Customer/Supplier Name ORCT.CardMame Personal Perscnal -
225 Incoming Payments Incoming Payment - Cheques Account Number RCT1. AectMum Personal Perscnal =
226 Incoming Payments Incoming Pmt - Credit Vouchers Credit Card No. RCT3.CrCardMum Personal Personal -
227  Incoming Payments Incoming Pmt - Credit Vouchers ID Number RCT3.0wnerldNum  Personal Perscnal b
228 Incoming Payments Incoming Pmt - Credit Vouchers Telephons RCT3.OwnerPhone  Personal Personal -
229 Cheque Register Cheque Register Account Number DCHH. AcctMum Personal Personal -
230 Cheque Register Cheque Register BPfAccount Name OCHH. CardName Personal Perscnal =
231  Marketing Documents  Mkig Docs - Row Purchase AP Ship-To Description DOCL.ShipToDesc  Personal Perscnal -
232  Marketing Documents  Mkig Docs - Row Sales AR Ship-To Description C1.ShipToDesc  Personal Personal -
233  Marketing Documents  Mktg Diocs - Tax Extension Purchase Af/F  Eill To Address Name 2 12 Address2B Personal Perscnal b
234 Marketing Documents  Mktg Docs - Tax Extension Sales AR Bl To Address Name 2 DC12. Address2B Personal Personal -
23%  Marketing Documents Mktg Docs - Tax Extension Purchase &/P  Ship To Address Name 2 D12, Address2s Personal Personal -
236 Marketing Documents  Mktg Diocs - Tax Extansion Sales AR Ship To Address Name 2 DOCL2 AddressIS Personal Perscnal =
237  Marketing Documents  Mkig Diocs - Tax Extension Purchase AP Bl To Address Name 3 DOCL2. AddressIB Personal Perscnal -

N

Feature Benefits

User Defined Fields in GDPR objects can be determined as personal maintenance of Personal Data.

data. Structured and categorized location.

New entry under Data Protection Tools.

© 2018 SAP SE or an SAP affiliate company. All rights reserved. | EXTERNAL 20



Personal Data Management Authorizations

Connected Clients

Mo Authorisation

w [tz Protection Tocolks
Perscnal Data Management
¥ Personal Data Management Wizard

Perscnal Diata Report
Perscnal Daeta Cleanup
Determine Matural Person

View Sensitive Personal Data

Wiew Sensitive Personal Data Access Log

Various Authorisstions
No Authorisation
Full Authorisation
Full Authorisation
No Authorisation
Full Authorisation
Mo Authorisation
No Authorisation

© 2018 SAP SE or an SAP affiliate company. All rights reserved. | EXTERNAL

Feature

Extension of General Authorizations form to
support authorizations for new Data
Protection Tools.

Benefits

Ability to restrict access and set
authorizations to sensitive data.

Ability to restrict access to the various
functions under Data Protection Tools.

21



Personal Data — Change Log Enhancements

Feature

Activity - -
g New objects supported in the Change Log:
Activity Phone Cal ¥ Number 2 Activities, Checks for Payments, Service
Type General v BP Code = (C20000 Customer
Subject ¥  EP Name Maxi-Teg CO ntacts.
Assigned To = User ¥ |Jayson Buth™ Contact Person = Max Teg b
Assigned By Jayson Butler Telephone No. 555-0139
pocsconl Benefit
Changalog.. Logg@ng cha.nges (dgte, time, owner) to personal
data is a critical requirement of GDPR.
# Instance @ Object Code Object Code Updated Updated by Crested  Created By
1 1 2 7 03/21/2018 Jayson Butler C20000 Jayson Buthe
2 2 2 2 03/21/2018 Jayson Butler C20000 Jayson Butle
Differences - O X
#  Date Changed Fald Previous Value MNewr Value User Name
2 03/21/2018 Telephone 555-0137 555-0139 Jayson Butier

22
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Sensitive Personal Data — Access Log (Germany only)

Employee Master Data i EEX

First Name Bernhard Employes No. 5

Middle Name Exdt. Employes No. F e at u r e

Surname Heinrich vl

o - Sensitive Personal Data Access Log
Job Title Vertrish .
pestn T — oA oo e T Control by log/record of any access to a special
Department Vertrizh x Ed|  To view the access detsils of 3 user, double-ciick the relevant tzble row. .
T — te| category of personal data — sensitive personal
Marioer. = [Lefner, Robert Pat| [ User Code Uszr Name Superuser | Locked Cancaled Latest Data Access
s 3 ber":ar: — I: o) e Friedrich Giinthe No No N data
Sc::;ﬁ:?ﬁ S ek :a: georg Georg Travnicek No No N
" gunther Giinther Zeiner No No N H H H H
| S I = ; In the core SAP Business One application it
Address Membership Administration Bersonal Finance Rt hermann Hermann Ludger Yes No N . .
, inrch o Girtr o o N affects the Germany localization only.

Gender Mzle x N| lingclf Ingolf Miiller No No N

Date of Birth P isabel Isabel Meifiner Mo Mo N .

Couriry o i v P johem  Johern Brugssko No N Values are encrypted in the database.

Place of Birth P lkad Karl Salzberger Mo No N

Martal Status Single x P kelman Kolman Winfried No No N .

No. of Chidren M komed  Konred Sbeherio o n Values are hidden by default on User Interface —
ID Ne. H| kora Kora Adelheid  No No N . . .

i e | mnsger  Robertistner  Yes e N 15032018 01530 special authorization and control needed to

R = S maria Mariz Breil No No M

Inceme Tax Lizkiity i P| | maranne Marianne Woling No No N 1 1

i _ il P ke e x unhide and display the value.

Confession of Partner | Copy P stephan Stephaniz Hofma No Na N

Exemption 0,00 X

Remove

Addtional Amount 0,00

Display Sensitive Data

Personal Sensitive Data Access Log - manager —_Ox B e n efi t

User Code manager

L S e S T e Selected authorized users can view hidden
U1 Employses 5 EMP 5 Religion 15.03.2018 00:15:30 .

uI Employees 5 EMP & Religion of Partner  15.03.2018 00:15:30

ut Employses 5§ EMP 5 Religion 15,03.2018 00:15:30 SenSItIVG personal data Values

u1 Employses § EMP S Religion of Partner  15.03.2018 00:15:30

© 2018 SAP SE or an SAP affiliate company. All rights reserved. | EXTERNAL 23



Determine Natural Person

Personal Data Management Wizard

1 Wizard Run Selection

Matural Person in the relsted Master Data),

Select this action when you wish to determine Business partners, Employess, Users and Contact Persons as Matural Persons (Set On the setting

The simard mmtimne Deremnal Mets Demeest and Deresmsl Dets Cleamim mam ke smelied e

s B

Feature

New function under Personal Data Management
Wizard which enables determining users,

mebrirsl meremme b

e L] Bsiness Partner Master Data

Personal Data Manage

1

2

3
4
5

-0 x employees, business partners and contact
s T A N Cr—— persons as natural persons.
:::':" e Kunden i gi;::ﬁ E * 61:;(5);
I LGeﬂeral Contact Persons | Addresses Pa\.rn'entTe;'Dn'stad :ayment Run | Accounting | Properties | Remarks |  Attachments T Ben eflt
) ;h e Helps to apply the natural person determination
s " setting on a range of different data subjects.
Shipping Type *|(Z)  Sales Employes Verkaufslster -
General Par: Passwor: . . . .
EZ“ETZFEJ"M s Natural Person setting is essential to use certain
R N e A w— I functions of Personal Data Tools for GDPR.
Report Resul
Save Options e
) [] Block S=nding Marksting Content =
O} F.cti'.lin From To Remarks
O Adeamnd

Perscnal Datz Protection

Status None

B

© 2018 SAP SE or an SAP affiliate company. All rights reserved. | EXTERNAL

You Can Also 4
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Personal Data Report (Driven by a person’s request)

Natural persons are allowed to contact any organization to request details of which personal data the organization stores and processes about them.

The organization needs to provide areport on this.

Personal Data Management Wizard

1 Wizard Run Selection

the natural persen, in master datz and in decuments, which i held by the company.

to view any personal data held about him by the company,

Run Name Pdm20180313n2
Run Daste 15.03.2018
Action Perscnal Data Report -

Personzl Dats Repart
Personal Data Cleanup
Determine Natursl Persons

Rewverse Matural Person Determinstion

Select this action when you wish to creste 2 Personal Data Report for 2 natural persan. The result is 2 report which includes the persanal data of

The need to create 3 personal data report can be driven by a2 request from a natursl person (Business Partner/Employees/User/Contact persons)

Personal Data Management Wizard

Wizard Run Selectic
1 wiardvun on natural person, When executing the vizsrd, personsl data report s crasted for ssch
il

natural person via mai

#  Natural Person Natural Person Name Natural Person Code Data Type Field Name

wE Alex Torras 519
Users User Name

v Employee Master Dats

i

3

4 Users E-Mail

5

7 Employess [Heme Addres]

8 Employess Last Name

9 Employess First Name

10 Employess Job Tite

i Employees Mobie Phone
2 Employees ne

3 Employass

4 Employess

15 Employees

1 Employees

i7 Employass

18w Business Partner Master Data

13 wi Maxi-Teg = C20000

0 Business Partner el To]

1 B [Ship To]

n 8. BD Name

B B Tekephone 1

# Busi Fax Number

5 B E-Mai

% 8. Defaukt Account
b7} B Credt Card No.
n B (Ship To/Bil To]
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Database reference | Value

OUSR.U_NAME Alex Torras
OUSR.E Mai Sexlorras@oec.com

OHEM.[Haome Addres Kings Road, 1345, 5.7.5, AT, 34444
OHEM.astame  Barrera

OHEMfirstName  wiliam

OHEM.jobTite HR

OHEM.mobile 575355
OHEM.homeTel 388888
OHEM.emsil w.bar@adc com

OHEM.NamePos  Last Name, First Name
OHEM.EmTaxCCode

er  OHEM.RelPartner
ink Accou OHEM.DevEAGwmer No

OCRD. [l Tc] 4417 Stonebridge R, Suite 500, Northamptan, Northamptan County, 18067
OCRD.[Ship To] 4417 Stansbridge R, Sute 500, Northampton, Northamptan County, 18067
OCRD.CardName Maxi-Teq

OCRD.Phonet 555-0110
OCRD.Fax 5550111
OCRD.E_Mail info@maxi-teqsap.com

OCRD.DfIAccount 230-6789-456464
OCRD.CrCardNum  ujenkHRO+1/5Z¥LISHI0g==
CRD1.[Ship To/Bil Tc 4417 Stonebridge Rel, Suite 500, Northampion, Northamptan County, 18067, PA

Feature

New option to generate Personal Data Reports
for selected natural persons.

The report gathers personal data from master
data and transactions.

Benefits

Helps to follow up and execute natural person
requests to retrieve any personal data which is
held by the company.

Helps the company verify personal data
correctness following natural person feedback
on personal data reports.
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Reverse Natural Person Determination

Personal Data Management Wizard —
Feature
General Parameters
izard Run Selection L i L ) -
1 e e Select this action when you need to reverse the natural person determination (set Off the s=tting Natural Person), NeW fu nCtlon under Personal Data Management
This action cannct be applied on 3 natural personal whose personal dats was already cleared {by Personal Data Cleanup), W |Zard to reve rse a natu ral pe rson dete rm i natl On
in case of user mistakes
Run Name Pdm20180321n4
Run Date 03/21/2018
Action Reverse Matural Person Determination ad .
Benefit
Helps to reverse the natural person
Personal Data Management Wizard — O = determlnatlon ona range Of data SUbJeCtS
Reverse Natural Person Determination - Summary Report

1 Wizard Run Selection
2 General Parameters
3 Selection Criteria
4 Report Results
5

Sawve Options

#  Natural Person

1w Users

i = Donna Brown =9
3 w Business Partner Master Data

4

= Web Customer = CI9938
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Natural Person Name Matural Person Code  Error Code  Result

Success

Success
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Personal Data Cleanup — Irreversible Erasure of Personal Data

Personal Data Management Wizard - 0O x Feat u re

General Parameters New and very important Personal Data function
R (i under Personal Data Management Wizard to
Data Management) of selected natural persons

1 Wizard Run Selection

Business Partner Master Data

R e from master data and transactions.

: o Erased data on all affected master data and

e - transactions will be replaced with asterisks.
Personal Data Manz General Contact Persons Addressss Payrent Terms Payment Run Accounting Propertiss Remarks Attschments 1 =
. moo e Status of natural person whose personal data
1 wenl =, : -l was erased will change to Erased.
2 oo = ) o = = This action is irreversible and must be taken

EP Project BP Channel Code

g R S s z T after proper consideration and checking that all
= = : data retention periods are over and there is no
4 Seesen ' legal obligation to hold the data of natural

Alizs Name

5 Save Opti GLN = person .
[ Block Sznding Marketing Content = B e n efl t
Active
Ol ]na:t".'e From To Remarks
Advanced

Helps to follow up and execute natural person
requests to remove and erase personal data
after legal periods to hold data have finished and
there is no reason to block the data.
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Personzl Dsts Protection

Status Erased
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Contact information:

Peter Dominik and Shula Ben Dosa
SAP Business One Product Management, SAP

peter.dominik@sap.com
shula.ben.dosa@sap.com
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